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Technical Description

CyOne has developed its proprietary, modular, web-based COTS product line called Wide-area ISR
Discovery (WISRD). This product line leverages integrated state-of-the-art opensource technology and
DISA-approved IronBank OCI containers to enable end-to-end support of WISRD’s modules.

The five modules that make up the WISRD product line are WISRD-Collection Management (WISRD-
CM), WISRD-Support to Targeting (WISRD-ST), WISRD-AIl Source (WISRD-AS), WISRD-Weather
Effects (WISRD-WX), and WISRD All-Domain Sensing (WISRD-ADS). The WISRD product line of
capabilities is the Program of Record (POR) for the Army’s Intelligence Support to Targeting (ISTT)
application and provides support to 1IMDTF and 3MDTF in INDO-PACOM. As part of the support to these
organizations, WISRD has demonstrated experience integrating WISRD capabilities and maintaining
interoperability with multiple Joint and Army systems. Throughout these events WISRD has been well-
received by users in both Army and Joint Military organizations.

WISRD’S federated services demonstrates the effective integration of the latest in opensource
technologies that add efficiencies toward intelligence warfighter tasks while retaining the flexibility to utilize
both local and cloud-hosted computing resources.

Operational Description
WISRD-CM enables prioritized, time relevant ISR and other asset collection planning to support operational EW,
Intel, and 10 Dominance requirements and mission needs. These capabilities support multi-echelon and Joint
collaboration to ensure proper alignment and prioritization of assets and dynamic sensor re-tasking.

WISRD-ST enables critical support to targeting tasks within the operational environment throughout the entire
Decide, Detect, Deliver, and Assess (D3A) workflow to support the Military Decision-Making Process (MDMP).
These tools service end to end target development life cycle management through its mission planning, target
intelligence packaging, alert notifications, and Battle Damage Assessment (BDA) capabilities.

WISRD-AS enables situational awareness and understanding of the operational environment through data
visualization & analytics, threat modeling, mission planning, and support to the targeting process. These tools
provide All-Source practitioners with an in-depth and rich toolset to fully build threat knowledge and understanding to
enable the MDMP.

WISRD-WX enables the analysis of weather impacts and effects during the collection, processing, evaluation, and
interpretation of relevant military operations. These capabilities enable intelligence professionals with the ability to
evaluate the effects of each military aspect of weather and identify which aspects have the most bearing on
operations and decision making.

WISRD-ADS enables the detection, correlation, and analysis of PAI/CAI object detection within the domains of
Maritime, Aerial, and Space object. These capabilities enable partner nation sharing and detection of activities in an
unclass/sbu environment.
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WISRD'’s Current Deployed Architecture P
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** In WISRD’s classic baseline there was a concept of a “federated” publication and subscription service across multiple WISRD deployments. As the
capabilities of WISRD has expanded both from a DB and data feed ontology perspective that federated service became OBE with our latest Refactored
builds. In a future release CyOne will introduce a decentralized synchronization capability to better enable synchronization and sharing of relevant data
across a WISRD Enterprise solution. In the meantime, WISRD utilizes its current address book and APl implementation, as well as ESRI’s Enterprise ArcGIS
Portal to share relevant intelligence information to external consumers. **
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Interoperability Touchpoints
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WISRD-CM & the Collection Management Process/

Collection Management Process
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WISRD provides the ability to be intelligence-focused when
conducting requirements management and operations-focused during
mission management. WISRD allows the collection management team to
be the conduit between operations and intelligence, which synchronizes
intelligence efforts to meet operational requirements. WISRD seamlessly
incorporates IPB outputs and intelligence analysis to develop requirements.
This allows collection managers to apply those requirements to a scheme of
maneuver to develop an effective collection plan. The collection plan is then
assessed at the end of each operational phase, as well as feedback is

SUPPORT TASKING AND DIRECTING SIT AWARENESS & UNDERSTANDING provided back to collectors.

8/9/2024 ASSIFIED // FOUO



WISRD-ST & Intelligence Support to Targeting
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WISRD provides intelligence support to targeting and the Decide, Detect, Deliver, and
Assess (D3A) methodology by providing the commander’s staff a capability to plan for the
collection and engagement of targets. Ultilizing the D3A methodology, WISRD assists with
organizing the efforts of the commander and staff to accomplish key targeting
requirements. Through WISRD, the commander’s staff can establish the requirements for
the development of an effective information and intelligence collection effort. This in turn,
helps the staff and targeting working group decide which targets must be acquired and
engaged.

Targeting develops options used to engage targets. Options can be lethal or nonlethal,
organic, or supporting at all levels throughout the range of military operations. In addition,
WISRD assists in the decision of who will engage the target at the prescribed time. It also
assists targeting working groups with determining requirements for combat assessment to
assess targeting and attack effectiveness.
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WISRD-AS & Intelligence Preparation of the
Operational Environment (IPoE) P

IPOE is the systematic process of analyzing the mission variables of enemy, terrain, weather,
and civil considerations in an area of interest to determine their effect on operations. IPB allows
commanders and staffs to take a holistic approach to analyzing the operational environment
(OE). IPB results in intelligence products that are used during the military decision-making
process (MDMP) to assist in developing friendly courses of action (COAs) and decision points
for the commander. Additionally, the conclusions reached and the products (which are included
in the intelligence estimate) developed during IPB are critical to planning information collection
and targeting operations. IPB products include:
+ Threat situation templates with associated COA statements and high-value target (HVT)
lists.
+ Event templates and associated event matrices.
* Modified combined obstacle overlays (MCOOs), terrain effects matrices, and terrain
assessments.
* Weather effects work aids—weather forecast charts, weather effects matrices, light and
illumination tables, and weather estimates.
» Civil considerations overlays and assessments.

IPB PROCESS ACTIVITIES
The IPB process consists of the following four steps:

1. Define the OE 2. Describe Environmental Effects

3. Evaluate the Threat 4. Determine Threat COAs
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WISRD-WX Evaluating Weather Effects o

Weather has both direct and indirect effects on military operations. The following are examples

of direct and indirect effects on military operations:

. Temperature inversions might cause some battle positions to be more at risk to the
effects of chemical agents because of atmospheric ducting, a process that occurs when
strong high pressure influences an area and prevents particulates from dispersing into
the upper atmosphere.

. Local visibility restrictions, such as fog, affect observation for both friendly and threat
forces. Severe restrictions to visibility often restrict aviation operations.

. Hot, dry weather might force friendly and threat forces to consider water sources as key
terrain.

. Dense, humid air limits the range of loudspeaker broadcasts, affecting sonic deception,
surrender appeals to threat forces, and the ability to provide instruction to friendly or
neutral audiences.

. Sandstorms with high silica content may decrease the strength and clarity of radio and
television signals.

The G-2/S-2 coordinates with the Air Force staff weather officer to provide weather effects to

support operations. The following work aids are some examples the Air Force staff weather

officer may provide to assist in analyzing and describing weather effects on operations:

o Weather forecast charts are guides for determining the weather information needed for
planning and operations.

o Light and illumination data tables are guides for determining the light and illumination
data needed for planning and operations.

o Weather effects matrices are guides for determining the weather effects on personnel,
weapons, and equipment needed for planning and operations.

Weather Forecast Charts Space Weather Products Weather Effects Matrices
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WISRD-ADS'’s unclassified COP to enhance PAI/CAI
collaboration between US forces and partner nations _—~

All-Domain Sensing for Shared Situational Awareness & Understanding

All-domain sensing enables synchronized kinetic and non-kinetic capabilities and has been a consistent
priority for Army senior leaders. It supports synchronization and optimization of intelligence collection,
processing/dissemination activities and sensor-to-shooter activities. The Army must be able to see as
far as it can shoot, see after it shoots, access machine-speed analytics to make informed decisions and
understand the impacts of multiple effects on the battlefield.

Key Aspects of All-Domain Sensing:

1. Integration Across Domains: Requires the integration of sensors and intelligence-gathering assets
from each domain. This means that data from space, air, land, sea, and cyber tools are combined to
provide a comprehensive view of the operational environment.

2. Real-Time Data Fusion: Information gathered from different domains must be processed and fused
in real-time to create a cohesive operational picture.

3. Interoperability: Relies heavily on the interoperability of systems across different branches of the
military and allied forces. This ensures that data and intelligence can be shared seamlessly,
enabling coordinated action across domains and with partner nations.

4. Resilience and Redundancy: Given the contested nature of modern warfare, systems must be
resilient to disruption, whether from electronic warfare, cyber-attacks, or physical destruction.

Multi-Domain Operations & ISR Visualization
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